Standalone Server + external DB and LDAP server
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Source Source port Protocol Destination Destination port Comment Required
VAAAY >1024 TCP X.X.X.X 443 https (main access) HTTP/2 yes
VAAAY >1024 TCP X.X.X.X 80 http (redirection to https) no
YAA'AY >1024 TCP X.X.X.X 22 ssh no
Egress
Source Source port Protocol Destination Destination port Comment Required
X.X.X.X >1024 TCP YAAAY 3306 mysq| yes
X.X.X.X >1024 UDP VAAAY 123 ntp (chrony) yes
X.X.X.X >1024 TCP updatecells.pydio.com 443 Update cells service no
X XXX >1024 TCP database.clamav.net 80 freshclam for antivirus service no
X XXX >1024 UDP VAAAY 53 dns no
X.X.X.X >1024 TCP VA'AAY; 389,636,3268 Idap.auth no
X.X.X.X >1024 TCP sso.server.com 443 SSo server saml, adfs, openid no
X.X.X.X >1024 TCP smtp server 25,587,465 SMTP server no



http://updatecells.pydio.com/
http://database.clamav.net
http://sso.server.com/

